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Static analysis

Analyzing the source without executing it

* Finding potential errors

* Optimization

* Automatic code refactoring
» Software metrics

 Code comprehension

* Many other tasks...
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Comprehension is a major cost factor

IBM (Corbi, 1989) Over 50% of time

Bell Labs (Davison, 1992) New project members: 60-80% of time, drops to 20% as
one gains experience

National Research Council in Canada Over 25% of time either searching for or looking at code

(Singer, 2006)

Microsoft (Hallam, 2006) Equal amount of time as design, test

Microsoft (La Toza, 2007) Over 70% of time

Microsoft (Cherubini, 2007) 95%-~ significant part of job

65%< at least once a day
25%< multiple times of a day
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Comprehension is a major cost factor

Required for

* Maintenance

* New feature development
* Refactoring

* Performance improvement

* Knowledge rump-up
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Tool supportis required
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Existing tools

 Easytouse
* Web based
* Partial/light parsing
* OpenGrok
* Deep analysis
* Parsing with deep C/C++ knowledge
* Fatclient
* Understand C++
* CodeSurfer

* Mixture of features
* Woboqg (deep analysis + web)
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}

{OpenGrok

xref: /ffnpeg/src/ffnpeg.c

Home | History | Annotate | Line# | Navigate | Raw | Download Search  only in ifmpeg/arc/
3279 if (debug ts) {

3280 av_log(NULL, AV_LOG_INFO, "demuxer —> ist_index:id type:s °

3281 "next_dts:is next_dts_time:%s next_pts:is next pts_time:®s pkt_pts:%s pkt_pts_time:ts pkt_dt
3282 ifile->ist index + pkt.stream index, av_get media Lype string(ist->st->codec-»codec type),
3283 av talstr(ist->mext_dts), av tsZtimestr(ist->next_dts, &AV TIME BASE Q),

3284 av_ts2str(ist->next_pts), av_tsZtimestr(ist-»next_pts, &AV_TIME_BASE 0),

3285 av_ts2str(pkt.pts), av_tsZtimestr(pkt.pts, &ist->st->time_base),

3286 av_ts2str(pkt.dts), av_ts2timestr(pkt.dts, &ist->st->time_base),

3287 av_ts2str(input_files|ist->file index]->ts offset),

3288 av_tsZtimestr(input_files[ist—>file index]|->ts offset, &AV TIME BASE Q));

3289 }

3290

3201 if(list->wrap correction done && is->start time |= AV NOPTS VALUE &§& ist=->St->pts wrap bits < 64){
3202 int64 t stime, stime2;

3293 // Corre: g starttime based on the enabled streams

3294 // FIXME deally should be done before the first use of starttime but we do not know which are
3295 " o we instead do it here as part of discontinuity handling
3296 if ( ist-»next_dts == AV NOPTS_VALUE
3207 &6 ifile->ts offset == -is->start time
3298 && (is-»iformat->flags & AVFMT TS DISCONT)) {
3299 int64_t new_start_time = INTE4_MAX;
. . 3300 for (i=0; i<is-@nb ive) {
size t NewCapaci|sa AvStream st = i s (i)
ey — 3302 if(st->discard ISCARD ALL || st->start time == AV_NOPTS_VALUE)
whil 3303 continue; as
Nel clang: :Typ{ 3304 new_start_time = FFMIN(new_start_time, av_rescale_g(st->start_time, st->time_base, AV_TINE
NE - 3305
size t 3306 ;z (new_start time > is->start_time) {
g MOw el ) Y 3307 av_log(is, AV_LOG_VERBOSE, "Correcting start time by %"PRId64"\n", new_start_time - is->staw
FAE e P31 3308 ifile->ts_offset = -new_start_time;
H 3309 }
Declarations 53], R

llvmy/tools/clang/lib/Sema/TypeLocBuilder.h:31
Show Uses: (12)
e |lvm/tools/clang/lib/Sema/TypeLocBuilder.cpp (7)

-
=

+ Ilvm/tools/clang/libfSema/TypelLocBuilder.h (5)

+ clang::TypeLocBuilder::TypeLocBuilder (1 w}

¢ clang::TypelocBuilder::reserve (1)

¢ clang::TypelocBuilder::clear {1 )

¢ clang::TypeLocBuilder::getTypeSourcelnfo (1 r}

¢ clang::TypelocBuilder::getTypelocinContext (1 1)

clang::TypelLocBuilder::grow (4 rw}
clang::TypeLocBuilder::pushimpl (3 1)
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Existing tools

* |IDE-based
* Visual Studio
* NetBeans
 QtCreator
* Eclipse
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3279 if {(debug ts) {
3280 av_log(NULL, AV_LOG_INFO, "demuxer —> ist_index:id type:is °
3281 "next_dts:is next_dts time:ts next_pts:is next pts_time:ts pkt_pts:%s pkt_pts time:ts pke_dt
3282 ifile->ist_index + pkt.stream index, av_get media_type string(ist->st->codec->codec_type),
3283 av ts2str(ist->next_dts), av ts2timestr(ist->next_dts, &AV TIME BASE Q),
3284 av_ts2str(ist->next_pts), av_tsZtimestr(ist->next_pts, &AV_TIME BASE 0),
3285 av_tslstr(pkt.pts), av_tsltimestr(pkt.pts, &ist->st->time_base),
3286 av_ts2str(pkt.dts), av_tsZtimestr(pkt.dts, &ist->st->time_base),
3287 av_ts2str(input_files[ist-»file index]->ts affset),
1288 av_ts2timestr(input_files[ist->file index]->ts offset, &AV TIME BASE Q));
3289 }
3290
3201 if(list->wrap correction done && is->start_time |= AV _NOPTS VALUE &§& ist->st->pts_wrap bits < 64){
3202 int64 t stime, stime2;
3293 // Correcting starttime based on the enabled streams
3294 // FIXME this ideally should be done before the first use of starttime but we do not know which are
3295 i so we instead do it here as part of discontinuity handling
1296 if ist->next_dts == AV_NOPTS VALUE
3297 56 ifile->ts offset == -is->start time
3298 & (is->iformat->flags & AVEMT TS DISCONT)) {
3299 int6d_t new_start_time = INTE4_MAX;
- - 3300 for (i=0; i<is-»nb streams; i++) {
size t NewCapaci|sa AVStream +st = is->streams[i];
e ——— ] if (st->discar AVDISCARD ALL || st->start time == AV NOPTS_VALUE)
whil 3303 continue;
N clan ::Typ{ 3304 new_start_time = FEMIN(new_start_time, av_rescale_g(st-»start_time, st->time_base, AV_TIME
L1= 3305 ' ——
size t 3306 if (new start time > is->start time) ( g
g MOw :_I_ ~ 3307 av_log(is, AV_LOG_VERBOSE, "Correcting start time by %"PRId64"\n", new_start_time - is->staw
/ e Capdizsoe ifile->ts_offset = -new_start_time; .
H 3309
Declarations 53], y !
llvmy/tools/clang/lib/Sema/TypeLocBuilder.h:31
Eec| Show Uses: (12) rds, we have to
do | » llvmftoolsiclang/lib/Sema/TypeLocBuilder.cpp (7) briately.
& =] i ey - -
FIX clang::TypeLocBuilder::grow (4 rw) Bry TypelLoc returned
ned ¢ clang::TypelLocBuilder::pushimpl (3 r) idea
= ; L idea.
o * llvm/tools/clang/lib/Sema/TypeLocBuilder.h (5) s pretty ualv to
. : : L retty u t
i o clang::TypeLocBuilder::TypeLocBuilder {1 w) ! y ugty
har .

if |
Nul

{OpenGrok

xref: /ffmpeg/src/ffnpeg.c

Home | History | Annotate | Line# | Navigate | Raw | Download

Search  only in ffmpeg/src/

—mt

1 el

¢ clang::TypelocBuilder::reserve (1)

¢ clang::TypelocBuilder::clear {1 )

¢ clang::TypeLocBuilder::getTypeSourcelnfo (1 r}
o

clang::TypelocBuilder::getTypelocinContext (1 r)
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Comprehension requires specific feature list

Development of code Understanding code

Writing new code Reading and navigating inside code
(support: code completion, etc.)

Intentions are clear Intensions are weak
Working with only a few files at the same time Frequently jumping between many different files
Edit, compile, fix, repeat Visualize

Working on the same abstraction level for awhile  Jumping between various abstraction levels
(Google map of code)
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omprehension requires specific feature list

Media Markt
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Comprehension requires specific feature list
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Comprehension requires specific feature list
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Comprehension requires specific feature list
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Comprehension requires specific feature list
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Comprehension requires specific feature list
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Vit e parser.cpp
A

std::string preparcProjectbDir{const po::[RESEISEIREEE vm_) Y
const std::string prajoir
- wm_["werkspace” |.ascstd:strings(} + /'

+ wa_[ "name” ].ascstd:ostrings{);
boast: isystem: :error_code ec;

ErEatadirsEtaraes (projoir, oc);

bool isMewPraject = fs

if {ech

LoG(error) << “Permission denied to create " + projbir;
return std: :string();

if {isNewProject)
return projiar;

m operaticns.hpp :: /usr/include/boost/ filesysten/operat 80
nz-hpa

wvan{:ﬂlel_ﬂap_hp :: jusr/ include/bacst/progran_optiond
variables_sap.hpo

inline

bool croate_directories{const pathd p, system::crror_codef ec) BOOS1
3 {return detadl:Zcreate_dircctor

145 class BOOST_PROGRAM_OPTIONS DECL variables_map : public abstract g
1 public std::map<std::string, vard

L
publi,
variables_map();

varissles_map cons: ESSSRNSRIEISIRR" o<t ;

#/ Besclve conflict between inherited operators.
cnst wariable valucd operator[){const std::stringh name
{ return abstract_variables_map::operator[]{narc); }

{ Owerride to clear some extra ficlds.
wodd clear();

wodd notify();

private:

m‘variahl:s_up_hpn 21 Jusr/includesboast /program_opticndEh
rianles_map.hpp

class BODST_PROGRAM OFTIONS_DECL abstract_variables_map { &
public:
abstract_variables_map{);
abstract_variables_map{canst abstract_wvariables_map* nex

wirtual ~abstract_variables_map() {}

/** Obtains the value of variable ‘name’, from *this and
possibly from the chain of varisble maps.

if thore's na walue in *this.
if there's mext wariable map, returns value fr
ctherwise, returns enpty value

if there's defaulted value
if there's mext variable map, which has a non-
m

AVM'26 - 22-24 September 2026 - Eger




Comprehension requires specific feature list
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[#=5] Name: prepareProjectDir
&Qua\iﬁed name: prepareProjectDir
#, Signature: prepareProjectDir
+ ‘;\Ca\lee(zw
S N Caller'")
SN parser.cpp'!)
3 £ 220:1: main : int
- (®) Definition'")
@ 117:1: prepareProjectDir : std::string

51 Local variables(®)

- {}{ Parameters")
@ 117:31: const po::variables_map & vm
+ R This calls®

+ 4 Usagel®
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Feturn f5::4s_directory(prajoir);
]

b0l dskewProject « f13icreste.directories (projdir, =c);

1 (1o )
return prafiir;

Lile o njn

16 (. count(*Forsa®))
fa:rmsove_alliproir, ec);
iF tos)

Loaerror)

VHEEEL L)) parser.cpp :: /projects/CodeCompass/parser/src/parser.cpp

S TELUTIT UESC,
95}

96

97 [**

98 * This function checks the existence of the workspace and project dire:
99 * based on the given command line arguments.

100 * @return Whether the project directory exists or not.

101 */

102 bool checkProjectDir(const po::variables map& vm_)
102 {

184  const std::string projDir

105 = vm_["workspace"].as<std: :string>() + '/’
106 + vm_["name"].as<std::string>();

107

108 return fs::is_directory(projbir);

109 }

110

111 /**

112 * This function prepares the workspace and project directory based on 1
113 * command line arguments. If the project directory can't be created be:
114 * permission issues then empty string returns which indicates the prob:
115 * @return The path of the project directory.

[T e]] parser.cpp = /projects/CodeCanpass/parser /src/parser. 450
A

std::string preparcProjectbDir{const po::[RESEISEIREEE vm_) r

const std:

tring prajoir
space” ].ascstd: rstrings() + '/
~ascstd: istrings{);

+ wm_[

boast::system: :error_cade oc;
boal isMewPraject - fs:: ERESEEIMIRSCEEREEs | proj0ir, oc);
if {ech

LoG{error) << “Permission denied to create
return std: sstring();

+ prejiir;

if {isNewProject)
return projiar;

m operaticns.hpp :: /usr/include/boost/ filesysten/operat 80
ns-hpa

wvan{:ﬂlel_ﬂap_hp :: jusr/ include/bacst/progran_optiond
variables fpa

i inline
3 bool croate_directories{const pathd p, system::crror_codef ec) BOOS1
3 {return detadl:Zcreate_dircctor

map : public abstract &

class BOOST_PROGRAM_OPTIONS DECL variabl
; mapestd: :string, vard

public st

public:
variables_map();

varissles_map cons: ESSSRNSRIEISIRR" o<t ;

#{ Resclve conflict between inherited operators.
wariable valuc# opcrator[]{const std::stringf namc
turn abstract_variables_map::aperator[]{narc); }

f{ Owerride to clear some extra ficlds.
wodd clear();

wodd notify();

privat

116 */

117 std::string prepareProjectDir(const po::variables map& vm )

118 { + Context Buttons

119 const std::string projbpir

120 = vm_["workspace"].as<std: :string>() + '/’ » File Outline .
121 + vm_["name”].as<std::string>(); =
122

m‘variahl:s_up_hpn 21 fusr/include/boost fprogram_caticn D)
varianles map.hpp

class BODST_PROGRAM OFTIONS_DECL abstract_variables_map { &
public:
abstract_variables_map{);
abstract_variables_map{canst abstract_wvariables_map* nex

wirtual ~abstract_variables_map() {}

f** Obtains t value of variable 'namc’, from *this and
possibly from the chain of varisble maps.

if thore's na walue in *this.
if there's mext able map, returns value fry
ctherwise, retur oty walue

if there's defaulted value
if there's mext variable map, which has a non-
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Comprehension requires specific feature list

* Deep analysis + build information

* Fast text- based feature location

* Architectural information

* Textual summaries

* (Interactive) Visualizations

* Working on the whole knowledge portfolio

e Scalability (>10 millions LOC)

* Fastuserinterface (<1sec)

« Communication between developers (permalinks)

* Extendibility: open-source platform



CodeCompass: an open-source
comprehension framework

* Joint work of E6tvos Lorand University and Ericsson Hungary
» Started at 2012

* Open source since 2017 https://github.com/Ericsson/CodeCompass
* Used in Ericsson and outside

* Supports C/C++, Python, C#

* Experimental: Java, Haskell

» Trial page with parsed projects: https://codecompass.net/
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CodeCompass trial page

~ () CodeCompass: An Open Softw= X %% MSN | Személyre szabotthirek X | + 4 Ask Gemini
c > c(s a %)
4] SZTAKI Dictionary: d.. @ Svéd-magyar szétir (& Google (@ DuckDuckGo & SvédGlosbe @ @ nng templator [T 57.Clocks and Tim... [ Jétszasi lista - Klassz.. [A] Keeping Up With Th.. & Magyar-Svéd Szétsr.. s Bookmarks E Ericsson Remote An.. »

CodeCompass
Parsed projects

CodeCompass is a pluginable code comprehension tool for large scale software written in CodeCompass

C/C++ and Java. cJSON, visit GitHub repository
cURL, visit GitHub repository

SIS Doxygen, visit GitHub repository

GoogleTest, visit GitHub repository

I

libgit2, visit GitHub repository
LLVM-Clang, visit GitHub repository

OpenTTD, visit GitHub repository
PCL, visit GitHub repository

Features PHP interpreter, visit GitHub repository
SuperTuxKart, visit GitHub repository
* User friendly web Ul TinyXML-2, visit GitHub repository
e Fast navigation among source code elements Apache Xerces-C, visit GitHub repository

e Several languages supported

® Deep parsing for C, C++, Java and more is coming n
* Many diagrams: call path, inheritance, aggregation, CodeBites, etc. ACtlons
e Scalable: Quick response time even for large (100Mb) source code base

Reauest new proiect
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CodeCompass architecture

9/23/2026

Application
Source Code

——

<

Search
cppparser.so searchparser.so
__________________ . eee
Git ¢ git MyParﬁer
gitparser.so n myparser.so :"
CodeCompass

Parser executable

e &‘a e

Thrift API

<

C++ Search
Cppservice.so searchservice.so
Git MySenﬂce b
gitservice.so . Myservice.so ‘

____________________

CodeCompass
Web Server executable

oDB
ORM for SQL

AVM'26 - 22-24 September 2026 - Eger
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Design choice: storage

Store the Abstract Syntax Tree
Produced by Clang
All information is there
Problem: size
1:200-500 ratio between source and AST
Easily grown over 50GB + indexes
Not scalable
Reason
Header duplications

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Design choice: storage

« Store only named entities
* Class/function/variable declarations
* References to class/function/variable usage
* Source as text
* Build information

* Scalable
* 1:30-50 ratio between source and AST
* Object-relational mapping with ODB https://www.codesynthesis.com/products/odb/

* FullLLVMis stored in 13 GB with indexes in Postgres
 Fasttext based search elements in Lucene DB

 We loose information
* Reparse

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Typical workflow

9/23/2026
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Typical workflow

9/23/2026

— Fast feature location
— Textual search
— Log-base search

AVM'26 - 22-24 September 2026 - Eger
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Fast feature location / log search

9/23/2026

Search: |Log search

File Filter: |File name filter regex (.*cpp) &, 0

- || Alias Analysis Evaluator Pointer Alias Summary: 3%/5%/20%| ~ 0
Directory Filter: |Path filter regex (click on a dirl¢ 0

| Menu + |

Ivm| =

[ 4 |Referem:e: undefined, file: AliasAnalysisEvaluator.cpp, line: 320

2]

£ prev nextd

» Context Buttons

File Manager ../ MC Style| = || (Fully parsed) AliasAnalysisEvaluatoer.cpp :: /ssd/whisperity/CodeCompass/1lvm/1ib/Analysis/Alias
AnalysisEvaluator.cpp
Query Results : : —
Find in this file: | | (Use /re/ syntax for regexp search)
10 v| 4|1 of 10 ) 394
erar ; . ||| 385 int64 t AliasSum =
& IssdiwhisperitylCodeCompassfivmiib/Anal 306 NoAliasCount + MayAliasCount + PartialAliasCount + MustAliasCount;
-| &+ AliasAnalysisEvaluator.cpp 307  errs() << "===== Alias Analysis Evaluator Report =====\n";
- [errs() << " Alias Analysis Evaluator | 368  if (AliasSum == @) { _ ,
389 errs{) =< " Alias Analysis Evaluator Summary: No pointers!\n";
-| [= /ssdiwhisperity/CodeCompass/livmitest/Anz 310+« } else {
- (= args-rets-allocas-loads.| 311 errs{) << " " << AliasSum << " Total Alias Queries Performedyn";
. ) 312 errs() == " " <= NoAliasCount == " no alias responses ";
: CHECK-NEXT: Alias Analysis Evall 313 PrintPercent(NoAliasCount, AliasSum);
- (= Issdwhisperity/CodeCompass/lvmitest/Ana 314 errs() << " " << MayAliasCount << " may alias responses ";
315 PrintPercent(MayAliasCount, AliasSum);
- & przi2ladi ~ ||| 316 errs() << " " << PartialAliasCount =< " partial alias responses ";
4 Y 317 PrintPercent(PartialAliasCount, AliasSum);
318 errs{) «< " " << MustAliasCount << " must alias responses ";
Info Tree 319 PrintPercent(MustAliasCount, Aliassum);
— 320 errs{) << " Alias Analysis Evaluator Pointer Alias Summary: "
Browsing History 321 << NoAliasCount * 100 / AliasSum << "%/"
322 << MayAliasCount * 108 f AliasSum =< "%/"
BB 323 << PartislAiasCount * 106 J AliassSum << "%/"
Revision Control Navigator §§i << MustAliasCount * 100 / AliasSum << "%\n";
P
Similarity Tree 326 ) _
327 // Display the summary for mod/ref analysis
Project Information 328 int64 t ModRefSum = MoModRefCount + ModCount + RefCount + ModRefCount;

== a1

s L fade o L ml r

AVM'26 - 22-24 September 2026 - Eger
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Typical workflow

9/23/2026

— Fast feature location
— Textual search
— Log-base search
— Extend knowledge
— Info tree
— CodeBites view
— Function call chains
— Browsing history

AVM'26 - 22-24 September 2026 - Eger
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Easy code browsing -- CodeBites

Text Search: |Text search [~ [ Setings + 8@ [ Wenu +
File Filter 2@ Directory Filter: 9]@ Database: xerces| ~
Path: /

Project Tree (Full; ) AbstractDOMParser.cpp :: /home/bruntib/Downloads 2
Query Results /xerces-c-3.1.1/src/xercesc/parsers/AbstractDOMParser. cpp
g0 | A DOMParser: ;A DOMParser( XMLValidator* censt  val
Info Tree C3! , HEEOTYMARAGEE* const
- [5) Type: AbstractDOMParser “ + I coos (i
oo B
[£] Abstracttype 8 fCreateEnti Nodes (true) 3
Name: AbstractDOMParser + fIncludelgnorableWhitespace (true) E
: , fWithinElement (false)
[£) Qualified Name: xercesc_3_1:AbstractD¢ , fParselnProgress(false)
Defined: AbstractDOMParserhpp:54:1 s fCreateCommentliodes (true)
- v (false)
+ 1 Aliases , fCreateSchemalnfo(false)
+ (2 Inherits From , fDoXInclude (false)
~ , £Scanner(0)
21 @ Inherited By , fImplementationfeatures(0)
+ () Friends 8¢ , fCurrentParent(0) -
- @ Methods 5 1 i | B i
+ [ public
+ () protected
- (& private

[2) operator=(const class xercesc_3_|

B Abstra Fama(oonst dass iy d) XMLGrammarPool.hpp :: /home/bruntib ) AbstractDOMParser.hpp :: /home/brunti
cleanUp(): void ercesc/framework/MemoryManager.hpp (%] erces-c-3.1.1/src/xercesc/framework rces-c-3.1.1/src/xercesc/parsers
initi Vo XMLGrammarPool . h) AbstractDOMParser.h
[2) initialize(): void class XMLPARSER EXPORT VemoryManager - 4 P L4 / i
[2) resetinProgress(): void i; 156 74 £y 1768 'bool £Documentidopte
5 Inherted * createDTDDescription
* nhe .
+ (3 Members 43 // Constructors ere hidden, only the virtual destructor A
44 /] m=mmmmemerecsesccessseseesreeseneeee e s e e ... virtual XMLDIDDescription* createDTDDescri}
- & Usage Jas
+ (23 Global 46 /** @name Destructor */ * createSchemaDescription E
(& Local o /18 :/
+| () AbstractDOMParser.cpp (4) 3 /e virtual KMESCHESSDESCRIBEISN createSchemaDesc
4 (-1 DOMCountcpp (8) 50 * Default destructor
c1 o 167 178}
# [ DOMLSParserimpl.cpp (20) 52 virtual -MemoryManager()
i 53 { %
+ (3 Janitorc (1) w KT = ) o
4+ () Field

+ () Parameter
+ () Return Type

<« [ »
ing Hist (Fully
i bl /xerces-c-3.1.1/src/xercesc/framework/XMLSchemaDescription.hpp €3
} i ey 32 class XMLPARSER EXPORT XMLSchemaDescription : public XMLGram
Revision Control Navigator 7y (=i . : .

9/23/2026 AVM'26 - 22-24 September 2026 - Eger




Architectural information

] compass - Code... X\ﬂlﬂ
@I(i} md-mtas2.tsp.eth.ericsson.se:6377/#wsid=compass&diagNode=2152716170126066099&d (5 ||Q Search | wBa ¥ a4 =

Search: |Textsearch hd

File Filter: |File name filter regex (.*cpp) 2 U Directory Filter: |Path filter regex (click on a dir below) @

File Manag MC Style| -
& Project: compass
0 Jump to sourcedir
o
0 libs

assignmentcollecto

| by ..dexxparser/src/lib_libexxparser_la-cxxparser.o |

ccastconsumercpp

ccastconsumerh

..fsrellibs/lib_libcxxparser_la-cxxparser.o |

ccfrontendaction.cp Jexxp ion.cpp )

ccfrontendaction.h T "'W'M—mm—mmq
ceppeallbacks.cpp
ceppeallbacks.h
clangastvisitor.h

..fexxparser/src/lib_libcxxparser_la-ccfrontendaction.o |

cxxastpersistercpp
cXXparsercpp
cxxparsesession.h

declcontextvisitorh [RESET

=| documentationcom -
——D ~ Context Buttons

Query Results

(Fully parsed) ccfrontendaction.h :: /ssd/whisperity/CodeCompass_Discovery/ccSrcMaster/parser/cxxparser/src/ccfrontendaction.h iiisicning

Find in this file: | (Use /re/ syntax for regexp search) & prev next P File diagrams ~

Browsing History 1| /*
* macrofrontendaction.h

Info Tree

Metrics =

MI Navigator Text View

)
]
Export SVG |
)
)

Revision Control
Navigator

(5, ST R
*

* Author: ezoltbo
*f

o

Legend
Non-reduced view

[
[
*# Created on: Jul 4, 2013 [
[
[

-1

Similarity Tree

#1fndef CODECOMPASS_MACROFRONTENDACTION H
#define CODECOMPASS_MACROFRONTENDACTION H

=]

Project Information
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Version control information

/@ compass - Code... x |\ dp

@)@ md-mtas2.tsp.eth.ericsson.se:6377/#wsid=compass&cent=text&versionrepoid c ||Q Search | wBa ¥ @ ‘ =
_/ Search: n Search expression, like “foo AND bar” (see question mark icon for | - | 0
; d File Filter: |File name filter regex (.*cpp) 9-| '0 Directory Filter: |F'ath filter regex (click on a dir below) 9-| 0 oompass
[ @ |q:)enﬂle:(ppser\rloe.cpp | » ]
File Manager ./cppservice/src MC Style| ~ | | | (Fully parsed) cppservice.cpp :: /ssd/whisperity/CodeCompass_Discovery/ccSrcMaster/service/cppservice/src/cppservice.cpp
@@ Project: compass Find in this file: (Use /re/ syntax for regexp search) <& prev next$
9 Jump to sourcedir 13 #include "model/cxx/cppastnode.h"
14
o 15 //for now we only support one workspace H
3 libs 16 #define WORKSPACE_ID 1
17
cppservice.cpp 18 namespace cc
19 v
cppservice.h 20 namespace service
plugin.cpp 21 v q{
webplugin_cppservice_la-cppservice.d g; . ?amespace Language
webplugin_cppservice_la-cppservice.lo 24
- 25 CppServiceHandler: :CppServiceHandler(const CppServiceHelper& helper)
~ webplugin_cppsernvice_la-cppservice.o 26 : helper(helper)
webplugin_cppservice_la-plugin.d g; }
webplugin_cppservice_la-plugin.lo 29
= 30 vold CppServiceHandler::getAstNodeInfoByPosition(AstlodeInfo& return
lugi i la-plugin. = o - :
* webplugin_cppservice_la-plugin.o 31 const core::FilePosition& fpos,
32 const std::vector<std::string> & filters)
33 v
g;— SLog(util.:;DfBUG}(«"ge‘tjt‘i:‘gﬂa;tno Description: ;’ file:"=<fpos.file.fid<<
36 } return = helper.getAs NTOBYE onst sta:vector & filters |1
37
38 void CppServiceHandler::getInfoBox(InfoBox& return,
39 const core::AstNodeId& astNodeId)
40 | 1
Query Results 41 _return = helper.getInfoBox{astlodeld);
Info Tree i; 3
Browsing History 44 void CppServiceHandler::getInfoBoxByPosition(InfoBo S AT
45 const core::FilePosition& fpos,
MI Navigator 46 const std::vectorestd::string> & filters) | » File Outline |
47 v q
Revision Control Navigator 48 _return = helper.getInfoBoxByPosition(fpos, filte File diagrams =
49 }
Similarity Tree 50 ( Lziilen )
51

void CppServiceHandler::getAstNodeInfo(AstNodeInfo& —returm,
Project Information )
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Typical workflow

9/23/2026

AVM'26 -

— Fast feature location
— Textual search
— Log-base search
— Extend knowledge
— Info tree
— CodeBites view
— Function call chains
— Browsing history
— Validate knowledge
— All references
— Architectural info
— Version control info

22-24 September 2026 - Eger
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Static Analysis / CodeChecker

9/23/2026

File Manager ../

Query Results

Info Tree

Browsing History

MC Style| -

Search: |Text search ke "foo AN " (see question - Q‘
File Filter: |File name filter regex (.*cpp) = U Directory Filter: |Path filter regex (click on a dir below) - ﬁ;
|' « Pvhispen'ty!CodeCompassfllvmflibeCfMCD' nbler/Di nblercpp. line: 72 | »

{Fully parsed) Disassembler.cpp :: /ssd/whisperity/CodeCompass/1lvm/1ib/MC/MCDisassembler/Disassembler.cpp

Find in this file:

53
34
35

CodeChecker

36

+ A mutex:774,
& mutex:774,
& mutex:774,
& mutex 774,
& mutex: 774,
& mutex: 774,
o mutex 774,
& mutex: 774,
& mutex: 774,
o mutex 774,
& mutex: 774,
& mutex:774,

+

¥

T

¥

T

+

(= More

Address of stack mer o
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer
Address of stack mer

Address of stack mer

+ [ core.CallAndMessage (143)

-| > cplusplus.NewDeletelLeaks (51)

& Disassemblercpp:72, Potential le

1

= Step 1
» Step 2:
= Step 3
= Step 4
= Step 5:
= Step 6
- Step T

Disassemblercpp 10«
Disassemblercpp 104
Disassembler.cpp 35:
Disassemblercpp 41

Disassemblercpp 43:
Disassemblercpp 43:

Disassemblercpp 46:
3

37
38
39
4@
41
42
43

Revision Control Navigator

Similarity Tree

Project Infermation

74 Ulsassemuier CONLEXL. L1 NOL, 1L FELUrns NuULL.

I
LLvMDisasmContextRef

Entered call from 'LLVMCreateDisasmCPU'|

LLVMCregteDisasmCPUFeatures(const char *TT, const char *CPU,

const char *Features, void *DisInfo, int TagType,
LLVMOpInfoCallback GetOpInfo,
LLVMSymbolLookupCallback SymbollLeookUp) {

//pGet the target.

std::string Error;

c‘nst Target *TheTarget = TargetRegistry::lookupTarget(TT, Error);

if M TheTarget)

Assuming 'TheTarget' is non-null

rg¢turn nullptr;

const MCRegisterInfo *MRI = TheTarget->createMCRegInfo(TT);
17 ART)

Assuming 'MRI' is nen-null

re¢turn nullptr;

// ppet the assembler info needed to setup the MCContext.
const MCAsmInfo *MAI = TheTarget-»createMCAsmInfo(*MRI, TT);
17 AaT)

Assuming 'MAI' is non-null

rg¢turn nullptr;

const MCInstrInfo *MII = TheTarget-rcreateMCInstrInfo();
iFTIMIT)

Assuming 'MII' is non-null

rg¢turn nullptr;

const MCsubtargetInfo *STI =
TheTarget->createMCSubtargetInfo(TT, CPU, Features);
ifPIsSTI)

|Assuming 'STI® is non—null|

return nullptr;

fl s up the MCContext for creating symbols and MCExpr's.
MCContext *Ctx = new MCContext(MAI, I, nullptr);

Memory is allocated

AVM'26 - 22-24 September 2026 - Eger
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Reparse

File Manager /home/whisperity/Dummy

i Project:

é -
D a.out

= main.cpp

Search Results

9/23/2026

Info Tree

TranslationUnitDecl 0x12eb718 <<invalid sloc>»> <invalid sloc>
-TypedefDecl Ox12ebcd® <<invalid sloc>> <invalid sloc> implicit int128 t ' intl28'
"-BuiltinType 0x12eb9b® ' int128'
-TypedefDecl 0x12ebd38 <<invalid sloc>»> <invalid sloc> implicit wuintl28 t 'unsigned  int128°'
"-BuiltinType 0x12eb9d® 'unsigned  int128*
-TypedefDecl 0x12ec078 <<invalid sloc>> <invalid sloc> implicit NSConstantString ' NSConstantString tag'
"-RecordType 0x12ebe2@ '_ NSConstantString_tag'

"-CXXRecord ©x12ebd88 ' NSCenstantString tag'
-TypedefDecl 0x12ecll® <<invalid sloc>> <invalid sloc> implicit builtin ms va list 'char *'
“-PointerType 0x12ec@d@ 'char #**

“-BuiltinType 0x12eb7b@ 'char'
-TypedefDecl ©x1323490 <<invalid sloc>> <invalid sloc> implicit _ builtin va list *_wva list tag [1]°
*-ConstantArrayType 0x12ec3f0 ' wa list tag [1]' 1

*-RecordType 0x12ec200 '__va_list_tag’

"-CXXRecord 0x1l2ecl6@ ' va list tag'

-FunctionDecl ©x1323538 </home/whisperity/Dummy/main.cpp:3:1, col:7> col:5 used f 'int ()°*
-FunctionDecl ©x1323640 prev 8x1323538 <line:5:1, line:8:1> line:5:5 used ¥ 'int ()
" -CompoundStmt ©x1323718 <line:6:1, line:8:1>

" -ReturnStmt 0x1323700 <line:7:3, col:10>

‘-IntegerLiteral ©x13236e0 <col:1@> 'int’ 2

-FunctionDecl 0x1323758 <line:108:1, line:17:1> line:10:5 main 'int ()°'
" -CompoundStmt ©x1324140 <line:11:1, line:17:1>

| -Declstmt 0x1324858 <line:14:3, col:24>

| “-varDecl ©x1323870 <col:3, col:23> col:8 used p 'int *' cinit

I
| ‘-CallExpr ©x1323990 <col:20, col:22> 'int'
| ‘-ImplicitCastExpr ©x1323978 <col:20> 'int (*)()' <FunctionToPointerDecay=>
| " -DeclRefExpr 0x1323928 <col:20> 'int ()' lvalue Function 8x1323640 'f' 'int ()’
" -Returnstmt ©x1324128 <line:16:3, col:15>
‘-BinaryOperator 0x1324100 <col:10, col:15> 'int' '-*
| -ImplicitCastExpr 0x13240e8 <col:10, col:11> 'int’' <LValueToRValue>
| “-UnaryOperator 0x13240a8 <col:108, col:11> 'int' lvalue prefix '+=' cannot overflow
| “-ImplicitCastExpr 0x1324090 <col:11> 'int *' <LValueToRValue>
" -DeclRefExpr 0x1324068 <col:11= 'int *' lvalue Var ©x1323870 'p' 'int *'
-IntegerLiteral 0x13240c8 <col:15= 'int' 2
-FunctionDecl 0x1323a38 =<invalid sloc== <invalid sloc> implicit used operator new 'void *{unsigned long)'
| -ParmVarDecl @x1323b20 <<invalid sloc>> <invalid sloc> implicit 'unsigned long’
T-VisibilityAttr 0x1323ad8 <<invalid sloc=> Implicit Default
-FunctionDecl 0x1323b88 =<invalid sloc== <invalid sloc= implicit operator new[] 'woid *({unsigned long)'’
| -ParmVarDecl ©x1323c70 <<invalid sloc=> <invalid sloc> implicit ‘'unsigned long'
T-VisibilityAttr ©x1323c28 <=invalid sloc=> Implicit Default
-FunctionDecl 0x1323d58 =<<invalid slocs> <invalid sloc> implicit used operator delete 'wvoid (void *) noexcept'
| -ParmVarDecl 0x1323e40 <<invalid sloc== <invalid sloc= implicit 'void *'
T-VisibilityAttr 0x1323df8 <<invalid sloc=> Implicit Default
" -FunctionDecl 0x1323ea8 <<invalid sloc>= <invalid sloc> implicit operator delete[] 'woid (veid *) noexcept’
| -ParmVarDecl 0x1323f90 <<invalid sloc>> <invalid sloc> implicit 'wvoid *'
C-VisibilityAttr 0x1323T48 <=invalid sloc=> Implicit Default

AVM'26 - 22-24 September 2026 - Eger

" -CXXNewExpr 0x1323ff8 =<col:12, col:23> 'int *' Function 0x1323a38 'operator new' ‘void *(unsigned long)’
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File Manager . /parser/logger MC Style

Query Results

Generated special methods

(Fully parsed) logtoxml.cpp :: /ssd/whisperity/CodeCompass Discovery/ccSrcMaster/parser/logger/logtoxml. cpp

Info Tree

= o Type: LogCommand
| Name: LogCommand
a Qualified Name: LogCommand
B Defined: logtoxml.cpp:18:1
+ § Aliases
+ ¢} Inherits From
+ 4 Inherited By
+ §f Friends
- fx Methods
- [ Compiler-generated
- = public
=] LogCommand()
D LogCommand(const LogCommand &)
D LogCommand(LogCommand &&)
D operator=(LogCommand &&): LogCommand &
D ~LogCommand()
+ [ Inherited
+ (&) Members
+ 23 Usage

9/23/2026

Browsing History
MI Navigator

Revision Control Navigator

Find in this file: | | (Use /re/ syntax for regexp search) (prev next)
12  #include <boost/program options.hpp>

£ m)aaad 1 PR | LS Sy g In

Code Documentation

(Fully parsed) logtoxml.cpp :: /ssd/whisperity/CodeCompass_Discovery/ccSrcMaster/parser/logger/logtoxml.cpp

LogCommand: : LogCommand ()

L Ba

: compiler ()

W

, objects()
, params()

{1

N Ln

LogCommand: : LogCommand (const LogCommand & arg_l)
3 : compiler(arg_l.compiler)

, objects(arg_l.objects)

1 , params(arg l.params)

2 {}
4 LogCommand: :LogCommand (LogCommand && arg 1)
5 : compiler(std::move( arg l.compiler })

, objects(std::move( arg l.objects })

, params(std::move( arg l.params })

8 {1}

[ T T TV T U T TR S 1 T S S T TR T o T o T T S T T T T
" . 1 o

W

LogCommand & LogCommand::operator=(LogCommand && arg 1)
41w { -
42 this->compiler.operator=(std::move( arg l.compiler ));
3 this->objects.operator=(std::move( arg_l.objects ));
44 this->params.operator=(std::move( arg_l.params ));

5 return *this;

% LogCommand: :~LogCommand (}

hownownon

(4]

AVM'26 - 22-24 September 2026 - Eger
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Experiences with CodeCompass

* QOpen source since Summer 2016
* Inside Ericsson
* Voluntary based: no policy to enforce using CodeCompass
* Replacing/extending openGrok and others
* Frequently used together with CodeChecker
 ~40 million lines of code parsed inside Ericsson
* ~300-400 users
* ~10% is very active
 Afew known users outside of Ericsson
* We intentionally do not collect information about users
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Experiences with CodeCompass

40
35
30
25
20
15
10

=

9/23/2026

Function

definitions and binding and

calls

Tool usage in the four most active teams

Variable

references

Class or object Code change  Higher-level
relationships responsibility, models of
version control software

AVM'26 - 22-24 September 2026 - Eger

CodeCompass
B OpenGrok
B Low-level tools (e g : grep)
m By browsing the code

m By asking colleagues
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X

9/23/2026

futil/regx/StringToken.cpp

provides

Y

futil/regx/StringToken.hpp

futil/regx/UnionToken.cpp

containedby

futilfregx/UnionToken.o

fregx/libs/UnionToken.o

-ontainedby

futil/regx/TokenIne hpp

usedby

futil/regx/TokenFactory .cpp

futil/regx/RegxParser.cpp

A

containedby jcontainedby

lcontainedby

y

containedby

containedby

futilfregx/TokenFactory .o

/regx/libs/TokenFactory.o

futil/regx/RegxParser.o

fregx/ libs/ RegxParser.o

eriences with CodeCompass

futilfregx/P arserFor XMLS chema.cpp

-ontainedby containedby

futil/regx/ParserForXMLSchema.o fregx/libs/ ParserFor XML Schema.o

containedby

fsref libs/libxerces-c-3.1.s0

AVM'26 - 22-24 September 2026 - Eger
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Static analysis

Analyzing the source without executing it

| Finding potential errors

* Optimization

* Automatic code refactoring
» Software metrics

 Code comprehension

* Many other tasks...

9/23/2026

anal

material .1 situation ?
: essential . @B
constituent analyses 2Ssuming - :
king true 2oV Compare @ synthesis amount
bk ublished 7
) atud\‘l'm P hi cal gbranch HM\H 1tics
é’ ’5'.' propertles lnoredlents G dctermmmo basic CS'.'
50 Q propositions o o .
= g grammatical hlgherFE ’éme O Q, 8 & W o
S 8 . S qualitative
£ 8 rnaterlals 3 ProCesSproblem 20°5 8.
nQ -dgwawe iting
® &g o. . .
quantitative ® E = 1n 5 8 & ‘Sinvestigation
@ philosophical 3 "o & :
O o quantity presentation ® © ascle_zr_tallnment
s sentence separation .§ 5 PO 1tica
nature & & prod UCC backward E OB discussion
o ackwar
algebra elements G- Ef-'a § functions  peother Separate
T cggg%me find pumbers 25 £5 & relations abstract
P 22 8% 5
5 known calculus features £ 8 .
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Finding bugs with static analysis

All methods are using heuristics

* Over- or underestimate program behavior

Neither sound nor complete

False negatives and false positives

The biggest problem is the false positive reports

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Finding bugs with static analysis

Code Change

Ready to commit

\YETRIVE]

Static
Analysis

Code
> Review )

>
Report coding errors ‘@:

Quick Feedback

Overnight analysis

9/23/2026

Rigorous, longer static analysis run daily (e.g. CTU)

AVM'26 - 22-24 September 2026 - Eger
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Bug-finding methods

Regular expression matching
AST-based

Symbolic execution

Concolic execution

Data flow analysis

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Pattern matching

Early versions of CppCheck

Transform source to canonical format
Apply rules in for of regular expression
Context free -- weak detection capability

Very low false positive rate

9/23/2026

void f()

{
intt[10];

t[10]=0; //array bound error
}

void g()
{

int *ip;
ip = (int*) malloc(sizeof(ip));

ip = (int*) malloc(sizeof(double));

}

AVM'26 - 22-24 September 2026 - Eger

// found
// not found
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AST-based matching

#define ZERO O

* Most of the , Linter” tools, e.g. Clang Tidy int f() { return 0;}

« Constructs the Abstract Syntax Tree (AST) int g(int b)

* Find patterns and then discover the environment { int a-

* Context sensitive, put not path sensitive switch(b)

e Algorithmic complexity: O(|branches|) {
case 1: a=Db/0; break;
case 2: a=b/ZERO; break;
case 3: a=10/(b-3); break;
case 4:a=10/f(); break;
}
return a;

}
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// found
// found
// not found
// not found
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Symbolic execution

 Most advanced tools, e.g. Clang SA, Coverity, etc.

* |Interprets the code on all possible execution paths

* Use symbolic values/intervals to represent variables
* Known functions are inlined

* Use SAT solver to eliminate impossible paths

* Context sensitive, path sensitive

» Algorithmic complexity: O(2lpranchesl)

* Mostly for existency check, not universal properties

#define ZERO O
intf() {return O; }
int g(int b)
{

int a;

switch(b)

{

case 1: a=b/0;

break;

case 2: a=b/ZERO; break;
case 3:a=10/(b-3); break;

case 4: a=10/f();
}

return a;

}
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break;

// found
// found
// not found
// not found
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Symbolic execution

#define ZERO O

switch (b) intf() {return 0;}
int g(int b)
{
$b=[1,1] $b=[4,4] int a;
$b=[MIN_INT,0],[2,2],[ b/0; switch(b)
4,MAX_INT] = b-=3; {
case 1: a=b/0; break;
ff;t[ff]; case 2: a = b/ZERO; break;
x=0 case 3:a=10/(b-3); break;
— 10/x; case 4:a=10/f(); break;
}
$b=[3.3] return a;
a=10/$x
}
Division by zero
9/23/2026 AVM'26 - 22-24 September 2026 - Eger

// found
// found
// not found
// not found
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Bug-finding methods

Clang-Tidy
Clang SA

Regular expression matching
AST-based

Symbolic execution

COMPILER INFRASTRUCTURE

sonarqube\\\ ﬁ@

|_
Facebook Infer sﬁ{Bugs

Concolic execution

Data flow analysis

The more methods and the more tools we use the more error we catch
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Bug-finding methods

Clang-Tidy
Clang SA

Regular expression matching
AST-based

Symbolic execution

COMPILER INFRASTRUCTURE

sonarqube\\\ ﬁ@

|_
Facebook Infer sﬁ{Bugs

Concolic execution

Data flow analysis

The more methods and the more tools we use the more error we catch

... but the more burden is on the developer
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What the developers want from static analysis tools

The top 3issue
* Easy configurability

* Clearreports

* Less false positives
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CodeChecker

* Open-source static analysis framework in Python

* Executes multiply analyzers in a universal parametrisation
* Collects and stores the reports in a database

* Unify the findings™

* Filter, compare, present and manage findings

* Annotate the findings

* Easytointegrate into CI/CD pipelines

https://github.com/ericsson/codechecker

*almost done
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https://github.com/ericsson/codechecker

CodeChecker architecture

Browser

Clang Tidy

clang.llvm.org

CodeChecker
y Report Mgmt
CodeChecker Web Server G|T (C|)
cmd line

analyzer Clang SA Commit Loop
toolset clang-analyzer.llvm.org ) Utl | itieS

B Eclipse client
VSCode client

E/l/
Checkers

. Analyzer / |, | Report\Storage ;  NESVIIVES:
Ericsson \
only checkers
New Analyzer Features Viewer & Report
Management
Cross Translation Unit Analysis Features

Statistical Checkers




CodeChecker usage

CodeChecker 6.13 X

£ RUN HIS [E] REPORTS R oot

Diff type

@ Only in Newcheck

File path
No filter
Checker name
No filter
Severity
No filter
Review Status
No filter
Detection status
No flilter
Source component ra
No filter
Checker message
Mo filter

Detection date

Detection date Fix date

u

u

9/23/2026

Report hash File

HEICES-C

bd221eB415...
ash2KeysSelOfhpp
HEICES-C-

7412284901d... 3.1.0is
ash2KeysSetOf hpp
HEICES-C

62316331bi1...

3.1 0fsreixercasciutlH

foerceschutilfH

3.1.0/samples/src/PSY

terPSVINer cpp

xerces-C

D u Unspecified [

= 0
Low 50
Medium 49 -
High
Critical (
() CANCE & APPLY
gctRedirect.hpp
Merces-c-
051 2Ry 3.1 Msamples/sre/Redir
ectRedirectHandlers b
RR
HEICES-C
5D840D657TE. .. 2.1.0fsamples/src/SCM

Print'SCMPrint.cpp
HEICES-C-

Message

class ‘Hash2KeysSetOf' defines a non-default destructor, a copy
consirucior and a copy assignment operator but does nol define a
move construclon of a mowve assignimenl operator

class "Hash2KeysSetOEnumeralor defines a non-default
destructor, & copy constructor and a copy assignment operator but
does not defing & move CONSIICIOr oF & MOVE assignment operator

Value stored 10 ‘'duration’ is never read

class "SirX” defines a non-defaull de structor but does not define a
0Py constructor, & COpPY assignment operatr, & MOove Constructor
o a move assignment operator

Zlass ‘DOMLSSeralizer defines a non-default destructor, a copy
SOMSINUCION and 4 COpY ASSIGNMENt oparator but does not define a
move constructor or 2 mowe assignment operator

Jalue stored fo ‘startSrc’ during its initialization is never read

Jalue stored o 'key’ is never read

Jalue stored 1o ‘wasAdded' is never read

tlass 'StrX” defines a non-default de structor but does not define a
SOpY CONStructorn, a copy assignment opesator, & Move Constrctor
of a move assignment cperator

class ‘RedirectiHandlers’ defines a ron-defaull destructor bul does
nat define a copy constructor, a copy assignment operator, a move
constructorn or a move assignment o peraior

class 'SirX’ defines a non-default de structor but does not define a
copy CONStructor, a copy assignmedt Operator, & move CONSInCion
of & move assignment operator

class "SCMPrintHandler' defines a non-default destructor but does

Checker name

cppooreguidelines-special-membar-functions

cppooreguidelines-special-member-functions

deadcode. DeadStores

oreguidelines-special-member-func

cppeoreguidelines-special-member-functions

deadcode. DeadStores

deadcode, DeadStores

deadcode. DeadStores

cppcoreguidelines-special-member-funciions

oreguidelines.sp

cppcoreguidelines-special-member-functions
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Severity

BB E &

E B G B &

|

Bag
path
length

o

L8

LS

o

&

Lo

o

Detection
STAUS

¢ & & & &

e & & & ©
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CodeChecker usage

(#) CodeChecker 6.11  Default

® Runs 2 | |4 Checker statistics | =% All reports New features x| = xerces v322 x

i= Bug Overview | ¥ Run history | 3¥ PSVIWriterHandlers.cpp x

-/ [i] High \ Show documentation | @ Unreviewed -  [i2 Show arrows
+ 4% L477 - core.CallAndMessage [8] :
- 45 L8617 - core.CallAndMessage [14] /home/egyoorb/tmp/xerces-c/samples/src/PSVIWriter/PSVIWriterHandlers.cpp

Called C++ object pointer is nul : } . : . . .

© £ ject pointer is null 604 XSNamedMap<XSNotationDeclaration>* notations = (XSNamedMap<XSNotationDeclaration>*)namespa

& @ L417 - Calling 'PSVIWriterHandlers:p | 505 for (XMLSize_t notationCount = @; notationCount < notations->getLength(); notationCount++)
- e L558 — Entered call from 'PSVIWrite 606 rocessNotationDeclaration(notations->item(notationCount));

¢ €) L559 — Assuming the condition is fal
: 0 L559 — Assuming ‘model' is not equi

X e L564 — Assuming the conditionistri | 611 void PVIWriterHandlers::processSchemaDocuments(XSNamespaceItem* namespaceltem) {

sendUnindentedElement (PSVIUni: :fgSchemaComponents);

@ 0 L564 — Entering loop body |Q € Entered call from 'PSVIWriterHandlers::processNamespaceItem' $ |
Q 0 L565 — Calling 'PSVIWriterHandlers = 5172 const StringlList* locations = namespaceIltem->getDocumentlLocations();
« © L571 - Entered call from 'PSVIWr (€ < ‘locations’ initialized here ) |
613 if’Tlocations==NULL
G ) L572 - Assuming the condition is i#ocations ) {

| €B) € Assuming 'locations' is equal to NULL P |

D \ -
A @ L6812 - 'locations' initialized here t sendElswntEmpty(PSVIUni: :fgSchemaDocuments);
H TG - }

i ettt 61¢€ sendIndentedElement (PSVIUni:: fgSchemaDocuments);
>— L612 locations' initialized he 617 for®(unsigned int i = @; 1 @locations->size(); i++) {
: L613 —Assuming ‘locations’ is €D < called C++ object pointer is null

< @ L617 — Called C++ object poir|| 513 sendIndentedElement (PSVIUni: : fgSchemaDocument);
+ 4% L1648 - core NullDereference [15] 619 sendElementValue (PSVIUni: :fgDocumentLocation, locations->elementAt(i));

620 sendElementEmpty (PSVIUni: : fgPsvDocument); //supposed to point to a document element, b
621 sendUnindentedElement(PSVIUni: :fgSchemaDocument);
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CodeChecker users

Industry

Ericsson

Google running on Chromium, Fuchsia
Mozilla running on Firefox

Electronic Arts

BMW

Sony

Samsung

Academy

Wright University, Ohio, US -- Secure software lab curriculum

9/23/2026
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CodeChecker users

Gitlab
e GitLab Advanced SAST (Static Application Security Testing)
* Wrapped as a Docker image

* Pre-installed and integrated to the default SAST configuration template

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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CodeChecker success factors

Build integration

Strong integration to the build system (Cmake, Bazel or LD_PRELOAD based)

Using the newest C/C++ parser

Storing the result in database and query it in various ways

Strong visualization

Tool agnostic/Easy integration of new tools

Reacting the user feadback

9/23/2026
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Some interesting development

* Cross-translational unit checks

e Statistical checks

* Modelling standard library lifetime (e.g., std::string and std::string_view class)
* Detecting misuse of tagged-unions and std::variant classes

* Improving the taint analyzis

* Detecting regular expression misuses

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Static analysis software lab

* Academia-industry co-oporation with Ericsson, Bosh, Erlang Solution, OTP Bank, etc.

e Students work on industry-motivated open-source projects

* Supervised by PhD students and industry developers

* BSc, MSc and PhD students can participate, MSc students can receive credits

* Students learn soft- and hard skills, participation in open-source projects, reacting the reviews
* Source of many BSc and MSc theses, academic papers, PhD theses

* Many students find their first job at the industrial partners.

* CodeCompass now is 100% developed and maintained by software lab students

* CodeChecker has a huge student involvement of checker development

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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Future challanges

* Improve Clang Static Analyzer engine

* Further reduce false positives

* Better taint analysis

* Better integrate data flow analysis into current methods
* Further improve warning quality

* Alintegration (?)

9/23/2026 AVM'26 - 22-24 September 2026 - Eger
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